
 

Join The Fight!! 
Cyber Security Tips for Remote Teachers 

 
Reyes, Virginia. Schriever Air Force Base, www.schriever.af.mil/ 

With the outbreak of COVID-19 teachers are being asked to provide remote learning for their students 
and for many of them, this will involve an increase in the use of technology. More technology use can 
lead to an increased exposure to cyber threats. While cyber security has been a focus of K-12 institutions 
for quite some time, moving the workforce (teacher, administrators, and others) to remote work 
locations vastly increases the risk of a cyber security incident. We are asking you to “Join the Fight” 
against cyber attacks and help us protect your devices, your data, and your students as we embark on 
this new adventure. Here are some tips to help keep you, your family and your students “Cyber Safe.”  

 



 

1. Before entering your username and password on ANY website, make sure the URL (web 
address) is valid.  

a. Check the name. If you are expecting to be on www.mathway.com, look at the 
beginning of the URL to make sure that is where you are. 

b. Check the spelling of the URL. Hackers will often create a URL that is very similar to the 
one you are really looking for. For example, you might see www. g00gle.com or 
www.goog1e.com instead of www.google.com. The changes are often far more subtle 
so look closely before you enter your information.  

c. For more excellent ideas and tools for checking the safety and validity of a URL see 
https://www.avg.com/en/signal/website-safety  

d. Do not enter network credentials to view news associated with COVID-19. 
2. Examine email links closely before you click on them.  

a. Make sure you know where a link is going BEFORE you click on it. This applies to emails 
and links on websites.  

b. When you hover over the link (but don’t click) your browser will reveal the actual URL 
that the link is pointing to. In Chrome and Firefox you will see the actual link destination 
displayed in the lower left hand corner of the screen. This will work in Safari also but 
first you have to click the View menu and choose “Show Status Bar.” 

c. If there is something suspicious about the URL (see #1) DON’T click it.  
3. Be suspicious of any and all emails that ask you for a username and password or any personal or 

financial information. 
a. Cyber criminals will attempt to trick you into divulging personal information such as 

your login ID and password. With that information they may be able to harvest staff and 
student data from your LEA’s SIS or other online systems. 

b. Examine the “From” field in emails to make sure it is from a trusted source.  
c. When in doubt, don’t click! Forward the email to  your LEA’s Technology Director or 

Cyber Security team for additional assistance.  
4. Be suspicious about phone numbers in emails.  

a. Cyber criminals will attempt to trick you into divulging personal information such as 
your login ID and password using phone calls and texts.  

b. Divulging personal information over the phone when you are not absolutely certain of 
the identity of the person with whom you are speaking is a great way to expose 
sensitive information about you, your family, and your students.  

c. Verify the legitimacy of an email by opening another channel of communication with the 
sender. (Call them or email them. Do not click the Reply button in the email.) 

5. Be extra cautious about opening email or text attachments. 
a. If the email or text is from an unknown source, click the attachment. 
b. If you think it is from a trusted source, verify the source before you click it. (See #2)  
c. If you are still uncertain, call the person from whom the email or text came and verify 

that they sent you the attachments.  
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d. If the email or text is unsolicited, don’t click the attachment. 
e. When in doubt, forward the email or text to  your LEA’s Technology Director or Cyber 

Security team for additional assistance. 
6. Install security updates to your device as soon as they are available. 

a. If you are using a Windows PC, check for and install  Windows Updates regularly.  
b. If you are using a Chromebook, they should update automatically. 
c. If you are using an iOS device, it will notify you when an update is available. Install it as 

soon as possible.  
d. Check with your Technology Director about other devices or if you have questions about 

how to update your device.  
e. Failure to install updates in a timely manner puts all the data on your computer and any 

other computer that you access using your computer (your SIS for example) at risk.  
7. Limit access to your device. 

a. No other person should be allowed to access your device while it is being used to access 
school information resources. 

b. Store the device in a secure place when it is not in use. 
c. If you are syncing to a Google Drive, be sure you are using an LEA owned Google domain 

and not a personal one.  
d. Secure personal devices with a strong password. 
e. If you leave your device unattended, lock it.  
f. Be careful of what  you plug in to your device. Malware can be easily spread from flash 

drives, external hard drives and smartphones. Cyber criminals can use malware to 
access your device. 

8. Install anti-virus protection. 
a. If you are using a school owned device it probably already has anti-virus software 

installed on it. If you are unsure, contact your IT Department. 
b. If you are using a personal computer, make sure that you have anti-virus software 

installed and that it is up to date.  

 


